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Introduction 
• Background 

• What this talk is not 

• Why the CISSP? 

 



About the (ISC)2 and the CISSP 
• Headquartered in Palm Harbor, Florida 

• Formed by individuals from different groups in 1988 

• Re-formed (ISC)2 as a non-profit in 1989 

• Common Body of Knowledge (CBK) finalized in 1992 

• First CISSPs certified in 1994, with 300 “grandfathered” in 

• ISO/IEC 17024 accreditation awarded in 2006 

 

 

 



About the (ISC)2 and the CISSP 
• Requirements: 

• A resume claiming 5 yrs in InfoSec, or 4 yrs with a combination of 

education/certifications 

• Endorsement from another CISSP 

• Claim to be committed to the (ISC)2 “Code of Ethics” 

• Claim to have a clean background 

• Submit continuing professional education (CPE) credits (stuff you 

claim to do) after certification 

• Anyone see problems yet? 

 



About the (ISC)2 and the CISSP 
• The Test: 

• 250 multiple-choice question test 

• Six-hour time limit 

• 25 sample questions not graded 

• Passing score 700 out of 1000 

 

 

 



People Are Passing 
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And (ISC)2 is Cleaning Up 
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(ISC)2 on Benefits of CISSP 
• Career differentiator, with “enhanced credibility and 

marketability” 

• Many business now “require” it 

• “Earn 25% more than non-certified counterparts” 

• Join an “elite network” of professionals 

• “Access to discounted publications” 



(ISC)2 on Benefits of CISSP 
• Career differentiator, with “enhanced credibility and 

marketability” 

• Not easily proved or disproved 

• Marketability depends ½ on what is being marketed and ½ the 

market itself 

• Whether the market for CISSP-certified employees is so strong will 

be discussed later 

• There is a reason CISSP jokes abound in the Information Security 

industry 



(ISC)2 on Benefits of CISSP 
• Many business now “require” it 

• … we’ll talk more on this in a minute 



(ISC)2 on Benefits of CISSP 
• “Earn 25% more than non-certified counterparts” 

• Derived from a single document: the (ISC)2’s Global Information 

Security Workforce Study 

• $14K disparity between certified vs. non-certified respondents’ 

salaries in the US, amounting to 15%, 25% was a global average, 

including Asia. 

• Conducted by Frost & Sullivan on ten thousand people who both 

claimed to be InfoSec practitioners and also answered their spam 



(ISC)2 on Benefits of CISSP 
• Join an “elite network” of professionals 

• “Elite” professionals who managed a C on a cram-easy test? 

• “Elite” BS notwithstanding, I have never gained anything from this 

alleged network but spam and flame wars about what “DMZ” 

means 

• I don’t know anyone that has benefited from it, either 

• YMMV 



(ISC)2 on Benefits of CISSP 
• Access to discounted publications 

• Like their Global Information Security Workforce Study. 

• Yay 



(ISC)2 on Benefits of CISSP for 

Employers 

• Validates commitment and years of experience gained in 

the industry  

• Except that you only have to claim experience on a resume 

• Requires Continuing Professional Education (CPE) 

credits to ensure that personnel keep their skills current  

• So the CISSP benefits the employer because it makes the 

employee submit CPE’s for the work that they do for the employer? 



What I Look for in a Certification … 
• Currency 

• Relevance to the industry 

• Applicability to the discipline 

• Confidence-inspiring rigor? 



Relevance: Dissecting the Aging CBK 
CBK circa 1997 CBK Fifteen Years Later
Access Control Access Control

{Computer} Operations Security Operations Security 

Cryptography Cryptography 

Application Program Security Software Development Security 

Policy, Standards & Organization

Risk Management & Business 

Continuity Planning

Information Security Governance and Risk 

Management 

Business Continuity and Disaster Recovery 

Planning 

Communications Security Telecommunications and Network Security 

Computer Architecture & Systems 

Security
Security Architecture and Design 

Physical Security Physical (Environmental) Security 

Law, Investigations & Ethics 
Legal, Regulations, Investigations and 

Compliance

Source: Wayback Machine



Relevance: Dissecting the Aging CBK 
• CBK Committee 

• Meets annually 

• Determines material to be added, reworded, or removed 

• Communicates results in the Candidate Information 

Bulletin (CIB) 

• Let’s look at the most recent one … 



Relevance: Dissecting the Aging CBK 
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Relevance: Dissecting the Aging CBK 



Relevance: Dissecting the Aging CBK 
 

 

“The CISSP CBK looks barely acceptable on the surface, 

but in practice it fails miserably to reflect issues security 

professionals actually handle.” 

- Richard Bejtlich, Mandiant (and Tao Security) 



Rigor: Wanna Pass the CISSP Fast? 
• Don’t worry! 

• There are literally thousands of 7-day “CISSP Boot Camp” 

services! 

• Google that string for 134,000 hits! 

• 93% pass rate! 

• No prerequisites! 

• This is the source of an insane amount of spam! 

• Why else would I know who Shon Harris is?! 

 

 



Rigor: Wanna Pass the CISSP Fast? 
• What they know that hiring managers don’t 

• The CBK is too broad for the questions to go into depth 

• This makes it predictable 

• This means that it can’t get hard enough to keep idiots from 

cramming and passing 

• This means any idiot can pass 

 

 

 



Demand for CISSPs 
• “You can’t get a job in InfoSec without a CISSP” 

• “It’s required to get you past the HR screening” 



How “Required” Is It? 
• Let’s look at job postings! 

• No geographic restrictions 

• A: Search on string “information security” 

• B: Filter on string “CISSP” 

• C: Add further filter language for CISSP as a mandatory 
requirement 

• Subtract B from A to get InfoSec postings that don’t mention it at all 

• Subtract C from B to get mentions of CISSP that don’t require it 

• C indicates that the certificate is required 

• Not perfect, but it’s good for a snapshot in time … 



How “Required” Is It? 
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How “Required” Is It? 



So it’s Just Required for Mad $? 
• “I doubled my income with a CISSP.  It’s the high dollar 

jobs that require it.  Cuz it’s so hard.” 

• Some of the job boards let you filter on salary … 



So it’s Just Required for Mad $? 



So it’s Just Required for Mad $? 



And My Favorite … 



(ISC)2 Code of Ethics 
• Protect society, the commonwealth, and the infrastructure 

• Act honorably, honestly, justly, responsibly, and legally 

• Provide diligent and competent service to principals 

• Advance and protect the profession 

 



(ISC)2 Code of Ethics 
• Hypocritical ethics 

• “Competence” used frequently (we all have stories …) 

• Protecting the org trumps the code of ethics 

• Learn about bad guys but don’t go near them? 



(ISC)2 Code of Ethics 



(ISC)2 Code of Ethics 
• Complaint procedure 

• Must be notarized 

• Must be snail-mailed 

• Entire process likely to take 90+ days 

• Your name likely to be disclosed to offender 

• Must show “standing” which is arbitrary and murky 

• Entire burden of proof on complainant 



(ISC)2 Code of Ethics 
• Example of complaint procedure 

• Filed plagiarism complaint against Dustin Fritz (tech editor who 

also wrote material for a book) 

• Included URLs as evidence 

• One URL had him admitting to the plagiarism 

• (ISC)2 responded insufficient evidence 

• Re-filed with affidavit from book author attesting to plagiarism 

• (ISC)2 denied ethics complaint 

• Moral of the story: plagiarizing and admitting to it is ethical 







The Timmay Code of Ethics 
• Refuse to need anyone else’s code of ethics forced on 

you 

• You’re part of a community: act like it 

• Don’t let anyone convince you that being taught skills and 

being influenced ethically are the same thing 

• Take your real credentials seriously 

• Be offended when someone pees in the pool 



Conclusion 
• The CISSP doesn’t deliver on its claimed benefits 

• The CISSP doesn’t live up to sensible standards for a 

certification 

• Management confidence in the relevance of the CBK and rigor 

of the CISSP exam is misplaced and unwarranted 

• Avoiding this certification can’t hurt your career as bad as 

contributing to this dilutory exercise hurts the entire community 

• How many Shon Harris books can you buy for thirty pieces of 

silver? 


